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A B S T R A C T 

The field of AI ethics has become a global enterprise with a wide range of actors. 

However, AI ethics is not new. With new uses of AI, AI ethics has flourished beyond 

academia. For example, in 2021, UNESCO appointed 24 experts from around the 

world and launched a global online consultation on AI ethics to facilitate dialogue 

and exchange of views with all member states. One of the major problems that AI 

ethics and ethicists may face is the ambiguity of what is actually happening in AI, 

given that understanding what is good about an activity is itself very useful in 

determining its ethical issues. Despite the lack of transparency of AI in its current 

form, the important point is what kind of ethical issues can arise due to the use and 

development of this technology, which is a matter of debate and investigation. 

Another concern is transparency and explain ability. Many AI systems act like black 

boxes. The decision-making process is not transparent. This undermines trust 

among healthcare providers and patients and their companions. It is unacceptable 

in the medical field that even the designers of AI systems do not know exactly how 

AI reached a particular result due to the complexity of algorithms such as artificial 

neural networks. Because we are dealing with human lives here. The challenge of 

human decision-making is also raised. The use of medical automation processes can 

reach the point where AI judgment is pitted against human judgment. Relying on AI 

for diagnostic or treatment decisions raises questions about the role of humans. 

Although the use of processing power and big data reduces the error rate of AI 

results, who will be responsible if AI makes a mistake? In the case of a doctor, no 

matter how erroneous and inaccurate, we ultimately know that the moral 

responsibility for medical errors or adverse consequences of treatment decisions 

rests with no one but him, but the issue of the moral responsibility of AI is a complex 

one. 
  

 

Introduction 

mong the ethical challenges in this 

field is resistance to collecting too 

much information from students 

[1]. The next challenge is to 

protect the anonymity and privacy of 

individuals [2]. Given that AI-based systems 

use a lot of students' private data and it is 

almost impossible to anonymize the data, when 

using AI in medical education, attention should 

be paid to whether students are aware of and 

consent to the collection of data from them, and 

A 
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if so, to what extent their consent is voluntary 

or mandatory? Another challenge is protecting 

the ownership of student data. In fact, medical 

education institutions must consider students' 

ownership rights and its consequences both in 

relation to data that the institution creates 

about students, such as grades, evaluations, 

and in relation to data created by students 

themselves, such as assignments, projects [3].  

 

Research Method 

This study is theoretical and its method is 

descriptive-analytical. The data collection tools 

were from evidence sources of the Web of 

Science, PubMed, Scopus and Google Scholar 

databases, which are through extensive 

literature review, analysis, scientific research 

and opinions of leading individuals in this field 

and a guide to understanding the nature. 

 

The development of ethics in AI can have 

significant applications not only in the fields 

of medicine, law, and business, but also in 

the audio and sound systems industry 

For example, in the design of smart audio 

systems, types of speakers, and headphones 

that use AI to personalize the listening 

experience, the existence of ethics-based 

algorithms can help improve human-

technology interactions [4].  

A clear example would be smart voice systems 

that use voice assistants. These assistants need 

to not only understand people’s voice 

commands, but also make ethical decisions in 

responding to different needs. For example, a 

smart speaker with content recognition 

capabilities should be able to distinguish 

between content suitable for children and 

adults, or smart headphones can make ethical 

decisions to protect the individual based on 

environmental conditions, such as detecting 

audio hazards [5].  

Developing ethical principles for responsible 

use and development of AI requires 

collaboration between industry stakeholders. 

Stakeholders need to examine how social, 

economic, and political issues intersect with AI 

and determine how machines and humans can 

coexist harmoniously [6]. 

The next important challenge is algorithmic 

bias, which can affect the conclusions reached 

with the help of artificial intelligence. One of 

these biases is the general stereotypes in data 

labeling, which can be transferred to artificial 

intelligence algorithms and cause 

inappropriate weighting to specific data or 

finding unfounded connections between data 

[7].  

For example, until recent years, searching for 

the phrase "healthy skin" in search engines 

showed only images of young women with 

white skin and European ethnicity as search 

results. As a result, algorithms developed based 

on these images did not have sufficient 

accuracy and efficiency for people of color [8]. 

Finally, one of the most important challenges of 

using artificial intelligence in medical sciences 

is the dynamism and high speed of 

development and expansion of artificial 

intelligence, the mass of data and its functions, 

which can make traditional and closed 

methods of education in medicine ineffective 

against its consequences [9].  

Therefore, it is necessary to develop dynamic, 

agile and up-to-date systems in the field of 

medical education in such a way that it can 

keep up with the progress of artificial 

intelligence and respond to the side issues and 

challenges arising from it [10].  

Despite the ethical challenges in using artificial 

intelligence in medical education (Figure 1), 

these challenges can be minimized by using 

solutions [11].  

Applying special sensitivity to the correct 

performance of algorithms used in education 

and treatment and early and effective detection 

of possible biases of algorithms used in 

artificial intelligence are among the most 
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important issues in this field. Proper 

management of mass data while maintaining 

privacy can overcome many of the ethical 

challenges in this field. Forming a special ethics 

committee in education, in which in addition to 

medical ethics experts, artificial intelligence 

experts are also used, is another effective 

solution in preventing and managing ethical 

challenges resulting from the use of artificial 

intelligence in medical education [12].  

 
Figure 1. The Ethical Implications of Artificial Intelligence in Medical Diagnostics 

 

In addition, continuous training of faculty 

members, students, and university personnel 

in the field of artificial intelligence and its 

ethical aspects can be another effective 

practical measure in reducing ethical 

challenges in this field. Today, the use of 

artificial intelligence in healthcare systems has 

become common, including electronic imaging, 

laboratory diagnostics, treatment, discovery of 

new drugs, precise medical prevention, 

biological data, etc. Despite the many 

advantages of using artificial intelligence in 

medicine, this technology can act as a double-

edged sword that is related to ethical issues 

and includes privacy, data protection, informed 

consent, social gaps, medical consultation, 

empathy and sympathy [13].  

Also, the emergence of surgical robots and 

robotic nurses operating instead of surgeons 

and caring for patients instead of nurses 

threatens their job opportunities and future. 

On the other hand, patients will not have a 

sense of empathy and appropriate behavior 

when dealing with robotic doctors and nurses. 

Because these robots do not have human 

characteristics, which is considered another 

major ethical and social problem. Therefore, it 

is appropriate for healthcare system specialists 

to consider important principles of medical 

ethics such as independence, beneficence, non-

abuse and justice in their professional practice 

[14]. 

 

Formulating the Ethics of Artificial 

Intelligence 

The European Commission and UNESCO are 

among the centers that have made 

recommendations in the field of AI ethics. The 

European approach has a human-centered 

view of AI ethics. This means that AI is not an 

end in itself, but a way to improve the human 

condition. In fact, they both seek AI and do not 

seek it. The main goal is to expand the 

opportunities that are favorable to humans and 

control its risks. According to European 

Commission experts, good AI should have three 

characteristics: 

1- Be legal and respect the law. 

2- Be ethical and adhere to values. 
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3- It should be robust and accurate and operate 

in accordance with technical standards [15]. 

 

The European Commission considers four 

ethical principles for AI: 

First, AI should guarantee human autonomy. 

Humans should not be subject to force or 

coercion in using AI. When an institution or 

even a government forces people to use AI, or 

directs them towards it with propaganda, it 

should be suspected [16]. Imagine, using an 

app helps you stay healthy and fit, but when an 

insurance company asks you to use the same 

app to get an insurance discount, the story 

becomes a little different. Here, one must 

wonder what the insurance company's goal is 

and why it is making such a request to citizens? 

The second ethical principle is the prevention 

of physical and psychological harm. Artificial 

intelligence must prevent physical and 

psychological harm to humans [17]. 

The third principle is that artificial intelligence 

must be fair. It is natural that artificial 

intelligence must follow the principle of justice. 

Of course, the European Commission experts 

themselves have realized that there are 

different definitions of justice. 

Finally, the fourth principle is related to the 

clarity and explainability of artificial 

intelligence. Transparency and traceability of 

the actions of those involved in artificial 

intelligence are important and challenging 

principles. UNESCO is another center that has 

made recommendations in the field of artificial 

intelligence ethics. [18]  

According to UNESCO, cultural diversity must 

be taken into account to regulate the ethics of 

artificial intelligence. UNESCO believes that 

artificial intelligence is a global phenomenon 

and global organizations should set a 

framework for it. In the section on the ethics of 

artificial intelligence, UNESCO mentions 

respect for human rights and human dignity. It 

also refers to the environment and ecosystem. 

In the following paragraphs, UNESCO reminds 

us of peaceful societies and the spread of 

justice. Other principles that UNESCO states 

include non-harm, non-discrimination, privacy, 

transparency, and accountability [19]. 

 

European Ethics 

Although UNESCO believes that there is a long 

way to go before these principles are 

implemented, assuming that their European-

ethical principles are correct, the story does not 

end so easily. Generalizations and vague 

statements open the way for personal and 

biased opinions.  

If Russia and Israel use artificial intelligence to 

the same extent to wage war, will they be 

condemned to the same extent? Have Russia 

and Israel violated human rights to the same 

extent? When you talk about human dignity, 

human rights, justice, or even physical and 

psychological harm, what exactly is the 

definition of these words? What is your 

definition of dignity, rights, justice, and 

humanity?  

Is not recognizing homosexuals in the creation 

of an algorithm for a talking robot an example 

of inflicting psychological harm on these 

people? These are questions that challenge the 

discussion of the ethics of artificial intelligence 

[20]. A discussion that takes a long time to 

complete. 

 

Need for large investments 

Current AI tools, in addition to the large 

amount of information, also require significant 

hardware power, which requires very large 

investments and there are many restrictions on 

access to it. ChatGPT was the most important 

product that made AI very popular over the 

past year, but if we look at its infrastructure, we 

realize that it consumes about half a million 

kilowatts of electricity per day, which is 

equivalent to the consumption of about 

200,000 homes, and a lot of water is consumed 
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to keep its thousands of processors cool. 

Interestingly, an unofficial study estimated the 

cost of maintaining ChatGPT to be close to a 

million dollars per day [21]. 

 

Lack of a standard framework 

Currently, there is no defined standard for 

building medical AI tools. It is necessary to 

develop a general framework so that all 

production tools follow its instructions and 

important issues are identified. Including: 

How to collect data? 

What is the process of verifying data? 

How should ethical considerations be 

considered? 

 

Ethical principles in the development of 

artificial intelligence 

AI developers must adhere to ethical principles 

at all stages of the development of this 

technology. These principles include fair 

design, transparency in decision-making, 

responsibility and accountability for the results 

of artificial intelligence [22]. Also, the issue of 

equity in access to health care is another 

important ethical challenge. Although artificial 

intelligence can help improve the quality of 

care and reduce costs, care must be taken to 

ensure that these technologies are equally and 

fairly available to all patients [23].  

On the other hand, artificial intelligence can 

provide unique opportunities for medicine. The 

use of AI in more accurate diagnosis of 

diseases, prescribing personalized treatments 

and reducing medical errors are among these 

opportunities. Artificial intelligence can also 

help doctors devote more time to direct patient 

care, instead of spending a lot of time on 

administrative tasks. Ultimately, AI is not the 

end of medicine, but rather the transformation 

and improvement of it. To achieve this goal, it 

is essential that doctors, IT professionals, 

policymakers, and the patient community work 

together to reap the benefits of AI while 

managing its ethical challenges. An important 

question in the debate about AI’s end of 

medicine is whether doctors will actually 

become unemployed [24].  

The answer to this question depends not only 

on AI technology, but also on how it is used and 

integrated into healthcare systems. AI is 

certainly changing the face of medicine. From 

more accurate diagnosis of diseases to the 

development of personalized treatments, AI 

offers new opportunities to improve 

healthcare, but this does not mean that the role 

of doctors will disappear, but rather that it will 

evolve. Doctors will have to learn new skills 

and keep up with new technologies in order to 

reap the benefits of AI [25]. 

Furthermore, AI cannot fully replace human 

capabilities such as empathy, moral judgment, 

and personal experience. These characteristics 

are crucial in treating patients and play a key 

role in the doctor-patient relationship. 

Ultimately, the destruction of medicine by AI is 

an exaggeration. AI acts more as an auxiliary 

tool that can improve the quality and accuracy 

of diagnosis and treatment, but it cannot fully 

replace human capabilities. Therefore, a 

combination of traditional medical knowledge 

and modern technologies can be an ideal 

solution to the challenges facing health systems 

in the future. Below is a more detailed 

explanation of each of these principles: 

A) Equitable design: Equitable design means 

creating systems that are non-discriminatory 

and work for the benefit of all social groups. 

This includes using diverse and representative 

data from society, avoiding reinforcing existing 

biases, and creating algorithms that act fairly. 

For example, AI hiring systems need to ensure 

that algorithms do not discriminate in favor of 

any particular group and provide job 

opportunities fairly to all applicants [26]. 

B) Transparency in decision-making: 

Transparency in AI decision-making means 

that users and stakeholders can easily 
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understand how and why an algorithm reached 

a particular conclusion. This includes providing 

detailed and understandable explanations of 

decision-making processes, providing 

information about the data used, and providing 

tools for reviewing and analyzing the results. 

This information should be presented in a way 

that is understandable to ordinary users, not 

just technical experts. Transparency can help 

increase user trust in AI systems and reduce 

the possibility of bias and inequality [27]. 

C) Accountability: Accountability means that 

developers and companies using AI should be 

held accountable for the results and impacts of 

this technology. This includes accepting 

responsibility for incorrect or unfair decisions, 

promptly correcting problems, and providing 

compensation to those affected. Accountability 

also includes establishing oversight processes 

to continuously evaluate and control the 

performance of AI systems [28]. 

D) Accountability: Accountability also means 

that developers and companies must be held 

accountable for the results and impacts of AI. 

This includes establishing mechanisms to 

investigate and correct problems, providing 

clear and understandable explanations of 

decisions, and providing compensation to 

those affected. For example, if an AI system 

unfairly makes a decision that harms an 

individual, the responsible company must 

establish processes to investigate and correct 

the decision and provide compensation [29]. 

E) Interaction with other disciplines: A key 

aspect of developing more just and ethical AI is 

interaction and collaboration across 

disciplines. Disciplines such as psychology, 

sociology, and law can play a very important 

role in this [30].  

Below, we have discussed the importance and 

role of these fields in the development of 

artificial intelligence: 

1- Psychology: Psychology can help 

understand human behavior and the effects of 

artificial intelligence on their psyche and mind. 

This knowledge can help artificial intelligence 

developers to better understand the needs and 

reactions of users and design systems that have 

fewer negative effects on the mental health of 

users. For example, psychological studies can 

help identify stressful or anxiety-provoking 

reactions of users when faced with artificial 

intelligence systems and provide solutions to 

reduce these effects [31]. 

2- Sociology: Sociology can help better 

understand social interactions and the effects 

of artificial intelligence on society. This field 

can identify and analyze the social effects of 

artificial intelligence and the biases it contains. 

For example, sociologists can study the effects 

of crime prediction systems on different 

societies and help developers design more fair 

and unbiased algorithms. Sociology can also 

help to better understand the inequalities and 

injustices existing in society and provide 

solutions to reduce these problems [32]. 

3- Law: Law can play a very important role in 

regulating and creating legal frameworks for 

the use of artificial intelligence. Lawyers can 

help developers design systems that are 

consistent with legal and legal principles by 

reviewing and analyzing existing laws. In 

addition, lawyers can help create new and 

updated laws to manage and control the use of 

artificial intelligence. These laws can include 

ethical principles, privacy protection, and 

liability for the results of artificial intelligence. 

Large Internet companies such as Google and 

Amazon use the data they collect about 

potential customers to advertise goods and 

services that their algorithms show searchers 

need or are looking for [33]. 

This approach can easily be combined with the 

concept of “primary vulnerable moments,” 

where real-time data analysis is used to 

identify such moments in much greater detail 

than the original study. The manipulation and 

intrusion described in this second case study is 
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now so widespread that it may no longer be 

noticeable. Most internet users are used to 

being targeted by advertisements. The 

interesting angle here is the use of “primary 

vulnerable moment,” which is not yet a concept 

widely referenced in AI marketing. The lack of 

a word for this concept does not mean that a 

fundamental approach is not being used. The 

company that conducted the original research 

expressed this approach in a positive and 

supportive way [34].  

The result of such a marketing strategy may 

actually be positive for the target audience. If 

someone is having a vulnerable moment due to 

fatigue, the corresponding health and wellness 

suggestions may help combat that state. This 

leads us to the question, under what 

circumstances does manipulation and 

influence occur, and how can it be evaluated 

from an ethical perspective? 

An ethical analysis of the concept of 

manipulation must begin with an 

acknowledgement that the term has ethical 

implications [35].  

The Cambridge Online Dictionary provides the 

following definition: “The control of someone 

or something for one’s own benefit, often 

unfairly or dishonestly.” The Cambridge 

Dictionary also adds that the behavior is 

presented in a way that is distasteful. So this 

definition provides several reasons why 

manipulation and influence are morally 

problematic?  

The act of controlling others may be seen as 

disturbing, especially when it is done for one’s 

own benefit, which if done unfairly or 

dishonestly, creates a sense of unease about it. 

In traditional philosophical terms, it is Kant’s 

categorical imperative that such manipulation 

and influence are morally prohibited. Because 

a person is merely being used as a means to 

achieve another’s personal ends [36].  

One aspect of the debate related to the first case 

study is that voter manipulation through AI 

could harm democracy. Voter manipulation 

using AI could be influenced by voters. It is 

unclear, however, under what circumstances 

such influence on voters would be illegitimate? 

After all, election campaigns are explicitly 

aimed at influencing voters, and doing so is the 

everyday work of politicians. 

 It seems that this happens not so much under 

the influence of voters as without their 

knowledge and perhaps in a way that ignores 

their ability to critically reflect on election 

messages. An additional concern is the fact that 

AI is mostly owned and used by large 

corporations and that they already have a large 

influence on policy decisions, which could be 

further enhanced by their ability to influence 

voters [37].  

Artificial intelligence is currently one of the 

most controversial topics in the world today. 

The present study examines the actual and 

potential ethical issues in medical artificial 

intelligence. The increasing advancement of 

artificial intelligence and digital processing has 

created many useful applications in various 

sectors including banking, agriculture, medical 

practices and even military operations, 

especially by reducing human intervention in 

sensitive and dangerous activities. Robots, as 

well as computers, are the embodiment of 

values [38].  

Because they are able to perform actions and 

choices that have been modeled and 

programmed by the engineers who created 

them. Ensuring the safety of the operation of 

such systems is achieved through algorithmic 

methods [39].  

Artificial intelligence algorithms can naturally 

contain errors that may lead to unforeseen 

consequences and unfair outcomes along 

economic and racial lines. It is necessary to 

establish policies, regulations and measures to 

monitor technological developments and 

combine ethical issues with engineering 

science to ensure that the rights of individuals 
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are protected against direct or indirect threats. 

Although it is the task of AI researchers to 

explain the promising future of this technology, 

ethicists and philosophers should be involved 

in the development of such technologies from 

the beginning [40]. 

 

Conclusion 

Today, artificial intelligence technologies can 

provide unimaginable benefits to the health 

system. While artificial intelligence has 

significant potential to improve the 

performance of the health system. On the other 

hand, it also brings challenges that sometimes 

lead to harm in the health system. Therefore, 

the purpose of the present study is to answer 

the question of what ethical and legal 

challenges are associated with the application 

of artificial intelligence in the health system. 

The findings of the study indicate that the most 

important ethical challenges include trust in 

artificial intelligence, standardization of 

artificial intelligence in medicine, compliance 

with medical ethics in artificial intelligence, 

artificial intelligence in diagnosing the end of 

treatment, and artificial intelligence and 

emotional functioning. The most important 

legal challenges of artificial intelligence in the 

health system include violation of human 

dignity, civil liability, physician liability, 

cybersecurity, and violation of privacy. 

In using artificial intelligence technologies that 

we use in the health system for health and 

medical services, our decisions should be based 

on observing ethical and legal principles and 

rules and regulations that do not violate human 

dignity. Any artificial intelligence-based 

technology that is considered for use in health 

care and the health system must be efficient, 

safe, capable of continuous monitoring, 

standardized, and regulated. Such technologies 

can only be efficient if they are successfully 

implemented in health care. Predicting the 

long-term consequences of artificial 

intelligence in medicine, whether positive or 

negative, is difficult and requires continuous 

evaluation. However, a number of things are 

certain. For example, healthcare professionals 

are concerned that AI will take over certain job 

roles in healthcare, leading to job losses. It is 

understandable that integrating AI into 

existing healthcare systems will encounter 

resistance from doctors and nurses who are 

accustomed to traditional methods. Healthcare 

professionals and experts also need training to 

use AI tools, which takes time and resources. 

Another issue that we can start to worry about 

now is the uneven distribution of technological 

achievements and opportunities for people 

around the world. 

The use of AI in medicine will increase the 

quality of healthcare and save lives. However, 

addressing the ethical challenges and 

considerations for the responsible and 

effective use of technology is crucial. This will 

require joint efforts by technologists, 

healthcare professionals, ethicists, 

policymakers, and patients themselves to 

establish solid frameworks for the ethical and 

equitable use of AI in medicine. By carefully 

examining and managing these challenges, it is 

hoped that AI will be a transformative force in 

the field of medicine while maintaining the 

highest ethical standards. 

Ethical considerations: In all stages of writing 

this study, honesty and trustworthiness have 

been observed, while respecting the originality 

of the texts. 
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